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Abstract

ECUs ( Electronic Control Units) are embedded
controllers in automobiles. The number of ECUs
in each automobile is increasing and their
functions are becoming more complex in order to
meet environmental requirements and satisfy
market needs. It isimportant to make these ECUs
reliable for the sake of customer safety. Since
space and cost reduction are high priorities for
automobile applications, there is a demand for
improved circuit reliability with the minimum
amount of hardware addition.

This paper presents a fail-safe ECU system
using dynamically reconfigurable FPGA ( Field

Programmable Gate Array). The FPGA is
configured to be fault detectors and functions as a
monitor for the control circuits under normal
operating conditions. If a fault in one ECU is
detected, the FPGA is dynamically reconfigured
to be a backup circuit for the faulty control
circuit. Because of this dynamic reconfiguration
it is possible for the proposed fail-safe ECU
system to be small, compared with conventional
hardware. Example fail-safe circuits using
dynamically reconfigurable FPGA, such as the
Xilinx 6200 series, have been designed and
evaluated.
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1. Introduction

ECUs ( Electronic Control Units ) are embedded
controllers in automobiles. The number of ECUs in
each automobile is increasing and their functions are
becoming more complex in order to meet environ-
mental requirements and satisfy market needs. It is
important to make these ECUs reliable for the sake
of customer safety. Generally, additional hardware
is required to make ECUs fault tolerant or fail-safe.
Since space and cost reduction are high priorities for
automobile applications, there is a demand for
improved circuit reliability with the minimum
amount of hardware addition.

The reconfiguration of processors is regarded as
one important technology for fault tolerant or fail-
safe systems Y. One of the reconfigurable devices,
FPGA (Field Programmable Gate Array), is
promising due to the development of semiconductor
technology, and dynamically reconfigurable FPGASs
with high speed and partial reconfigurations have
also become available*”. Processors that are more
flexible than fixed and dedicated processors can be
applied to the use of the field in question, because
dynamically reconfigurable FPGAs provide
designers with processing hardware whenever it is
necessary. Research reports have been conducted on
the utilization of FPGA *®. Most of them have
focused on customized computing in order to
achieve high performance in fields such as image
processing.

This paper presents a fail-safe circuit for a real-
time ECU using dynamically reconfigurable FPGA n
The FPGA is configured to be fault detectors and
functions as a monitor for the control circuits under
normal operating conditions. If a fault in one ECU
is detected, the FPGA is dynamically reconfigured
to be a backup circuit for the faulty control circuit.
Because of this dynamic reconfiguration, it is
possible for the proposed fail-safe system to be
small and inexpensive compared with conventional
hardware. As an example, fault detection and
backup circuits have been designed utilizing
dynamically reconfigurable FPGA for a real-time
ECU system in an automotive application.

In the following sections, the concept of the
proposed fail-safe technology, the reconfigurable
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FPGA, a circuit example and conclusions will be
described in order.

2. Fail-safetechnology using FPGA

The concept of fail-safe technology using
dynamically reconfigurable FPGA is described in
this section. The reconfiguration is categorized into
local redundant and processor switching typesl). The
fail-safe system is defined so as to allow function
degradation after a fault, but it prevents the system
from suffering fatal problems. The fault tolerant
system possesses robustness against faults and
maintains the specified functions. This fail-safe
system can be made simpler than the fault tolerant
system. In this paper, afail-safe circuit is defined to
include a fault detector and a backup circuit for one
controller.

When the system has many real-time controllers,
which are common in recent automobiles, it is
generally necessary for a fail-safe function to be
provided for each controller. Backup circuits are
widely used to provide these controllers with fail-
safe functions.

Backup circuits are not necessary when the system
works normally. However, they are needed to
provide the system with minimum functions when a
fault is detected. Therefore, it is effective to
configure the FPGA so that it becomes the backup
circuit for the faulty controller at the moment a
controller fault is detected. When the
reconfiguration of the FPGA is fast enough, it is
possible to apply this architecture to real-time
controllers. Thisis the concept of the proposed fail-
safe technology using dynamically reconfigurable
FPGA.

In addition, in a case where only a single fault is
considered and multiple faults are not, fault
detectors can be configured by the FPGA under
normal operating conditions. As a fault detector such
as a watchdog timer can generally be much simpler
than a backup circuit, several fault detectors can be
reconfigured as one backup circuit.

Consequently, the proposed fail-safe technology
consists of real-time controllers and dynamically
reconfigurable FPGA, which is configured as fault
detectors for the controllers under normal operating
conditions. The moment a fault in these controllers

R&D Review of Toyota CRDL Vol. 37 No. 2



56

is detected, the FPGA is quickly reconfigured from
acting as fault detectors to being a backup circuit for
the faulty controller.

3. Dynamic reconfiguration of FGPA

FPGAs and FPLDs (Field Programmable Logic
Devices) have been improved so that they are larger,
faster, and more flexible. At present, they have over
one million gates and work with a 100 MHz system
clock. Figure 1 shows that the development of
FPGA has increased application areas. The flexible
architecture of FPGA and HDL (Hardware Description
Language) synthesis technology can realize complex
functions such as ALU and DSP, and micro
controllers available as IP (Intellectual Properties)
function on FPGA. In addition, sophisticated
reconfiguration of FPGA is aso available. Thetime
required for full-chip reconfiguration is less than one
millisecond. Quick reconfigurable devices such as
this are called Dynamic Reconfigurable type (DR-
type). By using dynamic reconfiguration, the
processing module in the FPGA can be swapped
during system operation. There are also two types
of dynamic reconfiguration; one is full chip
reconfiguration and the other is partial recon-
figuration. Other function concepts are RADD
(Reconfigurable Architectures on DemanD?), Virtual
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Fig.1 Evolution of FPGA.
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Logic?, and Configurable Computing”. These DR-
type FPGASs reconfigure the logic or processing
circuits dynamically from one to another on demand.
The latest DR-type devices with multiple sets of
configuration memory on the chip can be reconfigu-
red within 5 nsec®. This sophisticated reconfiguration
uses the silicon area efficiently.

4. Application of fail-safe technology to ECUs

In this section, the proposed fail-safe technology is
applied to an embedded system for an automobile.

4.1 Real-time control system for automotive

electronics

The definition of a real-time control system is a
control system that responds to its inputs within a
fixed time. This term is often used for systems that
respond to inputs at very high speed. Most of the
embedded control systems commonly used in
automobiles are real-time control systems.

It is important to make these systems highly
reliable, because they have an impact on passenger
safety. Fault tolerant systems based on redundant
architecture are used for control systems such as
those in aircraft, which require high security.
However, fail-safe systems are preferred over fault
tolerant systems for automotive electronics, because
low cost is also important in automotive applications.

Today’'s embedded control systems in
automotive applications such as the engine
control system have the following hardware.

« Thereal-time controller consists of amicro-

processor and 1/O peripheral circuits.

« Generally, the microprocessor is 16-32 hit.

« Analogue circuits are incorporated in some

cases to handle analog sensor inputs.

« Output drivecircuitsareincorporated in some

cases to drive actuators.

The proposed fail-safe technology was
applied to a system consisting of the engine
controller (EFI, Electronic Fuel Injection) and
the transmission controller (ECT, Electronicaly
Controlled Transmission). SeeFig. 2 and Fig. 3.

Two controllers are provided with a fail-safe
circuit using dynamically reconfigurable
FPGA. The FPGA is configured in advance to
be fault detectors for these controllers. Two
watchdog timers (WDT) are installed on the



FPGA as fault detectors for these controllers. After
detecting a fault, the FPGA is quickly reconfigured
as the backup circuit (BUC) of the faulty controller.
In Fig. 3, the FPGA is the backup circuit for the

Sensors Actuators
SEIEEe " Engine Ouput |} Injector
Controller EMIERES Igniter
f
Transmission 3| Output N Valves of
»| Controller Switcher Transmission
Temperaturesensor,
Vacuum Sensof Fail Safe Circuit |, §,
FPGA

7

Watch Dog Timer x 2

Configuration
Controller

—
—

ROM

Configuration Data for \

Engine Controller

Configuration Data for
Transmission Controller

Fig. 2 Engineand transmission control system
under normal operations.

Sensors

Crank Position

Throttle Valve

it

Vehicle Speed A

il

Shift Position

Temperature Sensor,
Vacuum Sensor

Actuators
Engl ne | ) Output |njmt0r,
Controller Switcher [ | niter
Transmission > Output Valves of
»| Controller ST Transmission
)
— Fail Safe Circuit
> FPGA
Back Up Circuit |77 Display
r) for Engine Controller
— “ Failure Detected
- - at E/G Controller "
. . L Configuration Data for
Configuration Engine Controller
Controller  |—| ROM
Configuration Data for
— Transmission Controller

Fig. 3 Engine and transmission control systemin
case of afault of engine controller.

57

engine controller, and it performs the fuel injection
and electronic spark advance controls to enable the
vehicle to continue running. This function only
guarantees minimal engine performance, which is

poorer than that obtained using the original
engine controller. The configuration data
for the FPGA is memorized on the
configuration ROM.

4. 2 Circuit design and evaluation

Circuit design and evaluation were
conducted using the HOT Works develop-
ment system that has an integrated XC6216
and PCl-bus interface®. XC6216, made
by Xilinx, is a kind of DR-type FPGA,
which is capable of performing partial
reconfiguration during operation and has
short programming times. The basic cell
of the XC 6200 series consists of a
programmable 2-input gate and F/F. The
specifications of device XC6216 of the
XC6200 series are shown in Table 1.
Figure 4 and 5 show the schematics and
layouts of the two WDTs. Figure 6 and 7
show the schematic and layout of the
backup circuit for engine control. The
dynamic reconfiguration that switches
from the WDT to the backup circuit was
performed through the PCI bus.

The time taken for reconfiguration is
important for real-time controllers. This
depends on the data size of the circuit and
the transmission rate. Table 2 shows the
results achieved by the design. Binary data
was used and the time for the reconfigu-
ration was 440 Lisec.

The time taken for reconfiguration was

Table 1 Ouitline of XC6216.

Time for Configuration 200 psec/chip
40 ng/cell
Program mode Parallel / Partial

No. of cell 4096 (64x64)cells
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\?/Dz.g No. of cell 320 cells
X
) 39 KB (CAL format)
Size of deta 1.0KB (binary data)
No. of cell 504 cells
BUC
! 48K B (CAL format)
Szeofdda | 1\ 5 (pinary data)
Time for configuration 440 usec




fast enough for the real-time controller, but it should
be noted that the time taken for reconfiguration
depends on the reconfiguration method used.
According to the specifications of XC6216, the full
chip design can be reconfigured within around 200
JUSEC.

5. Discussion

The proposed technology was able to provide the
real-time controllers with a fail-safe function using
the single fail-safe circuit. The proposed fail-safe
circuit eliminates the need to develop backup
circuits by ASIC technology that requires wafer
process and test costs. However, it does require
ROM to memorize the configuration data and one
reconfiguration controller to make data transmissions,
which can be independent of system functions.

The silicon areas of the conventional circuit and
the proposed fail-safe circuit for the system of N
controllerswere compared. FD; and BUC, denotei-th
fault detector and backup circuit, and A%(x) and A'(x)
denote the silicon areas of the circuit x designed by
ASIC technology and FPGA technology respectively.
A"(x) is the area of memory (ROM), which is
necessary to store the configuration data of circuit x
for the FPGA.

The area of the conventional fail-safe circuit is:

N N
Ay = izl AXFD;) +i; A%BUC)) )

It is the sum of the areas of the ASICs for the fault
detectors and the backup circuits.
The area of the proposed fail-safe circuit is:

N
A =max| § Af(FD;), max (Af(BUC; ))
i=1

N N
+ Zl AM(FD;) +z AMBUC;) + A¥RC) MM)

i=1

where RC denotes the reconfiguration controller.
The first term of (2) isthe area of one FPGA and the
second and the third terms denote the area for
storing the configuration datain the ROM. The last
term denotes the area for the reconfiguration
controller.

When N is large enough, it is necessary to make
fault detectors that are designed as ASIC circuits. In
this case, the expression shown in (2) is rearranged
so that:
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A= % AXFDy) + % A™(BUC)
i=1 i=1
+ max (Af(BUC; )) + AARC) b L)
i
The second term of (1) and (3) become significant
when N is large. The second term of (1) is larger
than the second term of (3), because the area of the

ASIC is normally larger than the area of the
configuration ROM. As a result of this comparison,
the silicon areas of the proposed fail-safe circuit can
be smaller than the silicon areas of the conventional
circuit.

Therefore, it was concluded that a fail-safe system
that has multiple controllers can be made
comparatively less expensive and smaller if the
proposed circuit is used, in comparison with
conventional fail-safe systems which require a fail-
safe circuit for each controller.

It is desirable for fail-safe systems to handle
multiple faults. The FPGA's capacity for partial
reconfiguration can be used for handling multiple
faults. Even after detecting a fault when the FPGA
is partially reconfigured, it is possible for the FPGA
to maintain its fault detection capability using the
rest of the area of the FPGA. However, dynamic
routing of the FPGA is a difficult problem for real-
time systems.

The functions of fault detectors and backup
circuits depend on the resources of the FPGA, which
are the numbers of logic gates, routing tracks etc.
The restrictions on these resources are vanishing
with the advance of semiconductor technology.
Some types of FPGA provide designers with several
sets of memories for reconfiguration, which are
switched simultaneously. As a result, circuit size
and the speed of reconfiguration will be improved.

The development of the self-checking capability of
the fail-safe circuit will also become possible when
larger and more complex FPGAs are used.

6. Conclusions

Due to the rapid improvement of FPGAS, promising
reconfigurable ECU systems are being developed in
the field of real-time ECU systems. A fail-safe ECU
system using dynamic reconfiguration of FPGA has
been proposed. The FPGA is configured to be fault
detectors and functions as a monitor for the control
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circuits under normal operating conditions. The
proposed fail-safe ECU system has the potential to
be smaller and less expensive than conventional
hardware. Example circuits for fail-safe ECUs
utilizing dynamically reconfigurable FPGA have
been designed and evaluated, and it has been shown
that dynamic reconfiguration is fast enough for real-
time ECU systems. Fault tolerant controllers and the
handling of multiple faults by larger FPGAs will be
discussed in our future work.
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